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Appendix).  The authors were unable to locate 
a previously validated scale that assessed a 
variety of trolling behaviors; in addition, the 
authors did not want to include the words 
“cyberbullying” or “trolling” in the measure as 
to not influence the respondents.  Thus, the 
authors were careful to describe the behaviors 
they were interested in measuring rather than 
label them (e.g., slut-shaming, flaming).  Prior 
to implementing the study, the 
Cyberbully/Troll Deviancy Scale (CTDS) was 
reviewed by several colleagues who assessed 
the structure and face validity of the survey 
items. 
For the cyberbully section, the authors 
modified and/or included 14 of 19 questions 
from the “Are You A Cyberbully?” survey at 
http://www.stopcyberbullying.org (see 
“Stopcyberbulling.org”, n.d.; see Diamanduros 
et al., 2008).  The “Are You A Cyberbully” 
survey measures the prevalence of different 
types of cyberbullying behaviors and is used to 
develop student self-awareness for different 
examples of cyberbullying behaviors 
(Diamanduros et al., 2008).  In the current 
study, the authors modified the “Are You A 
Cyberbully” survey by removing five of the 
questions that measured unauthorized access 
behaviors (i.e., hacking) rather than electronic 
harassment in order to focus solely on 
cyberbullying behaviors.  Finally, the trolling 
section of the CTDS included 13 questions 
created by the authors; these items were 
created since there was no previous survey 
available that measured the different types of 
trolling behaviors (see Appendix).  Overall, the 
CTDS comprised of 27 items assessing different 
types of cyberbullying and trolling behaviors. 
For the CTDS, the following statement 
preceded the 27 items: “How often in the past 
five years have you engaged in the following 
behaviors…” Since some cyberbullying and 
trolling behaviors are similar (e.g., use of 
derogatory language), the authors 
distinguished between the behaviors by 
focusing on whether the victim was known to 
the instigator. Cyberbullying is often related to 
a specific offline social context and is a 
continuation of traditional bullying (Del Rey et 
al., 2014), whereas trolls exist as a subculture 
of the internet who target individuals or 
groups in order to obtain “lolz” (Phillips, 2015), 
so cyberbullies usually target someone that 
they know, whereas trolls do not.  Thus, the 
cyberbullying section included the phrase 
“someone that you know” whereas the trolling 
section included the phrase “someone that you 
do not know” or “stranger” to differentiate 
between cyberbullying and trolling behaviors.  
All CTDS items were scaled from 1 (Never) to 
5 (6 or more times); a sample statement 
measuring cyberbullying was: “Posted a video 
of someone that you know in order to portray 
them as a slut without their consent?”  A 
sample statement assessing trolling behaviors 
was: “Used profanity or insulting language 
towards a stranger online (just because)?” For 
the CTDS, the Cronbach’s alpha for the 
cyberbully section was α = .89 and α = .93 for 
the trolling section.  
The Five-Factor Model Rating Form 
(FFMRF; Widiger, 2004) measured the 
respondents’ individual differences based on 
the Big 5 personality characteristics: 
Neuroticism, Extraversion, Openness to 
Experience, Agreeableness, and 
Conscientiousness.  The FFMRF displays 30 
polar opposites on a Likert scale of 1 
(Extremely Low) to 5 (Extremely High).  In 
the current study, the FFMRF yielded 
acceptable Cronbach’s alphas for all five 
factors: Neuroticism (α = .78), Extraversion (α 
= .77), Openness to Experience (α = .72), 
Agreeableness (α = .80), and 
Conscientiousness (α = .83). 
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The Moral Decision-Making Scale (MDKS; 
Rogers et al., 2006b) measured the 
respondents’ cognitive disposition when making 
moral decisions according to three subscales: 
Social Moral Values (i.e., attitudes toward the 
law; SV), Internal Moral Values (i.e., personal 
moral compass; IV), and/or Hedonistic Moral 
Values (i.e., pleasure-seeking; HED).  The 
MDKS included 15 items, scaled from 1 (Not 
Important in my Decisions) to 7 (Very 
Important in my Decisions).  In the current 
study, the MDKS yielded acceptable 
Cronbach’s alphas for the moral decision-
making subscales: Internal Moral Values (α = 
.78) and Hedonistic Moral Values (α = .74); 
however, the Cronbach’s alpha for the Social 
Moral Values subscale was lower at .63. 
Finally, the authors measured the 
respondents’ level of self-esteem with the 
Rosenberg’s Self Esteem Scale (RSES; 
Rosenberg, 1965).  Using a five-point Likert 
scale (1 = Strongly Agree; 5 = Strongly 
Disagree), the participants self-reported their 
level of agreement to 10 statements.  The 
Rosenberg’s Self Esteem Scale yielded an 




Neither CB-Only Troll-Only Both Total*
(n = 89) (n = 70) (n = 20) (n = 129) (N = 308)
Male 27 (8.8) 16 (5.2) 7 (2.3) 56 (18.2) 106 (34.4)
Female 61 (19.8) 54 (17.5) 13 (4.2) 73 (23.7) 201 (65.3)
Decline 1 (0.3) 0 (0.0) 0 (0.0) 0 (0.0) 1 (0.3)
19-26 17 (5.5) 22 (7.1) 5 (1.6) 47 (15.3) 91 (29.5)
27-36 25 (8.1) 29 (9.4) 8 (2.6) 46 (14.9) 108 (35.1)
37-46 12 (3.9) 8 (2.6) 4 (1.3) 20 (6.5) 44 (14.3)
47-56 17 (5.5) 10 (3.2) 2 (0.6) 12 (3.9) 41 (13.3)
57 or older 18 (5.8) 1 (0.3) 1 (0.3) 4 (1.3) 24 (7.8)
Caucasian/White 65 (21.1) 55 (17.9) 13 (4.2) 96 (31.2) 229 (74.4)
Other 24 (7.8) 15 (4.9) 7 (2.3) 33 (10.7) 79 (25.7)
Yes 52 (16.9) 41 (13.3) 8 (2.6) 68 (22.1) 169 (54.9)
No 37 (12.0) 29 (9.4) 12 (3.9) 61 (19.8) 139 (45.1)
Single 34 (11.0) 27 (8.8) 8 (2.6) 61 (19.8) 130 (42.2)
Married 29 (9.4) 21 (6.8) 10 (3.2) 38 (12.3) 98 (31.8)
Sig Other 8 (2.6) 11 (3.6) 2 (0.6) 14 (4.5) 35 (11.4)
S, D, W 18 (5.8) 11 (3.6) 0 (0.0) 16 (5.2) 45 (14.6)
Full-Time 34 (11.0) 23 (7.5) 8 (2.6) 69 (22.4) 134 (43.5)
Part-Time 21 (6.8) 20 (6.5) 4 (1.3) 28 (9.1) 73 (23.7)
Retired 11 (3.6) 0 (0.0) 2 (0.6) 1 (0.3) 14 (4.5)
Student 11 (3.6) 9 (2.9) 3 (1.0) 14 (4.5) 37 (12.0)
Unemployed 12 (3.9) 18 (5.8) 3 (1.0) 17 (5.5) 50 (16.2)
Note. Values represent frequencies with percentages in parentheses.
*Any percentage disparities due to rounding.
CB-Troll Category
Sex
CB = Cyberbully; Both = Cyberbully + Troll; Neither = Non-Cyberbully + Non-Troll; Sig Other = Living with a partner or 
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Table 3 
Zero-order correlation between individual differences and cyberbullying types vs. trolling types. 
 
 
CB Troll SE N E O A C SV IV HV
CB 1 0.82*** -0.25*** 0.22*** 0.09 0.03 -0.12** -0.29*** -0.14** -0.38*** -0.14**
Troll 1 -0.23*** 0.16*** 0.07 0.06 -0.14** -0.27*** -0.19*** -0.31*** -0.18***
SE 1 -0.60*** 0.34*** -0.06 0.02 0.25*** 0.17*** 0.19*** 0.03
N 1 -0.37*** -0.03 -0.06 -0.31*** -0.04 -0.08 0.04
E 1 0.22*** 0.05 -0.09 0.10* 0.06 -0.03
O 1 0.17*** 0.27*** -0.19*** 0.18*** 0.02
A 1 0.05 0.21*** 0.21*** 0.03
C 1 0.13** 0.18*** 0.09
SV 1 0.46*** 0.44***
IV 1 0.50***
HV 1
*** p < .00      ** p < .05      * p < .10
Note. CB = Cyberbullying Types; Troll = Trolling Types; SE = Self-Esteem; N = Neuroticism; E = Extraversion;  O = Openness
to Experience; A = Agreeableness; C = Conscientiousness; SV = Social Moral Values; IV = Internal Moral Values; HV = 
Hedonistic Moral Values
Listwise N = 297
JDFSL V1
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cyberbullying behaviors (e.g., flaming, slut-
shaming) without ever using the term 
“cyberbullying”, and it sampled from the 
general population of internet users instead of 
school-age adolescents or college students.   
Although low agreeableness, high 
neuroticism, and low internal moral values 
were significantly correlated with individuals 
who engaged in more cyberbullying behaviors, 
the final predictive model only partially 
supported the authors’ hypothesis.  As 
expected, low internal moral values did predict 
more types of cyberbullying behavior, however, 
the final predictive model also included low 
self-esteem and low consciousness.  For 
trolling, the authors’ hypothesis was not 
supported in that extraversion and 
agreeableness were not predictive of someone 
who engages in more trolling behaviors 
(although agreeableness was negatively 
correlated with trolling); instead, the final 
model included low self-esteem, 
conscientiousness and internal moral values.  
Finally, the authors’ hypotheses that 
individual differences would exist between the 
cyberbullying-troll categories (Neither, CB-
only, Troll-only, and Both) as well as 
cyberbullying-only vs. trolling-only groups 
were supported. 
While the final predictive model did not 
include low agreeableness (antagonism) or high 
neuroticism, both traits were significantly 
correlated with cyberbullying behaviors, which 
is consistent with previous research (c.f., Çelik 
et al., 2012; Ojedokun & Idemudia, 2013; 
Seigfried-Spellar & Treadway, 2014).  
Neuroticism is characterized by high anxiety, 
emotional instability, and depression (see 
Egan, 2009), and past research indicates that 
cyberbullies are more likely to suffer from 
depression and emotional instability (Gámez-
Guadix et al., 2013; Schenk et al., 2013).  In 
addition, the current study supported findings 
that cyberbullies score low on 
conscientiousness (Çelik et al., 2012).  
Conscientiousness refers to “constraint” and 
measures whether the individual is negligent, 
disorganized, aimless, hedonistic, or hasty (c.f., 
Krueger & Tackett, 2006).  In addition, 
previous research suggests that individuals who 
score low on conscientiousness are more 
impulsive (Whiteside & Lynam, 2001), 
aggressive, and antisocial (Costa & McCrae, 
1992; Miller et al., 2008). 
Consistent with Seigfried-Spellar and 
Treadway (2014), low internal moral values 
were a significant predictor of cyberbullying 
behaviors.  Essentially, individuals who engage 
in a variety of cyberbullying behaviors are not 
guided by their personal moral belief system; 
in other words, they do not make decisions 
based on a moral compass (c.f., Rogers et al., 
2006a).  Finally, as previously discussed, there 
are inconsistencies in the literature regarding 
the relationship between self-esteem and 
cyberbullying; however, the current study 
supported the findings of Patchin and Hinduja 
(2010) in that low self-esteem was a significant 
predictor of cyberbullying behaviors. Overall, 
the current study suggests that individuals 
who engage in a variety of cyberbullying 
behaviors score lower on self-esteem, 
conscientiousness, and internal moral values.  
The current study was the first to assess 
whether individual differences and self-esteem 
were significant predictors of individuals who 
engage in a variety of trolling behaviors.  The 
final predictive model for trolling behaviors 
yielded similar results as the model for 
cyberbullying behaviors: low self-esteem, low 
conscientiousness, and low internal moral 
values.  The similar models may be due to the 
fact that nearly half (42%) of the respondents 
self-reported engaging in both cyberbullying 
and trolling behaviors.  It is important to note 
that the significant correlation between 
cyberbullying and trolling, along with the self-
reported prevalence, suggests that individuals 
JDFSL V11N3 Differentiating Cyberbullies and Internet Trolls … 
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are more likely to engage in both forms of 
electronic harassment (i.e., both cyberbullying 
and trolling) rather than just one.  This 
finding has potential for future research in 
identifying students at risk for engaging in 
electronic harassment in that other forms of 
electronic harassment should be considered 
(e.g., trolling), not just cyberbullying. Finally, 
since previous research has yet to examine the 
relationship between self-esteem and internet 
trolling, this finding suggests that future 
research should continue to investigate the role 
of self-esteem in electronic harassment (e.g., 
cyberbullying and trolling).  
The current study was also the first to look 
at the individual differences and self-esteem of 
individuals who engage in either one or both 
forms of electronic harassment. Compared to 
individuals who self-reported never engaging in 
cyberbullying or trolling behaviors, the 
cyberbully-only group displayed more 
emotional instability and antagonism.  
According to Eysenck (1996), individuals with 
high neuroticism may commit antisocial 
behaviors because their emotions overrule 
reason, and they tend to be aggressive and 
impulsive.  For the troll-only group, the only 
distinguishing trait was low self-esteem; thus, 
trolling might be a “means to an end” for these 
individuals in that they are able to 
anonymously insult and harass individuals 
online in an attempt to counteract any feelings 
of low self-worth.   
In addition, those individuals who engaged 
in both cyberbullying and trolling behaviors 
scored higher on extraversion but lower on 
agreeableness and self-esteem compared to the 
neither group.  Extraversion is associated with 
high motivation for power, dominance, social 
contact, and status, but this trait can also be 
characterized as bold, socially adept, and 
assertive (Wilt & Revelle, 2009).  Thus, 
individuals who score high on extraversion may 
be motivated by the need to establish their 
social status, and individuals with low 
agreeableness (i.e., antagonism) may be more 
at risk for establishing their power by 
aggressively asserting dominance through the 
means of electronic harassment.  In other 
words, these individuals may be predisposed to 
antisocial online behaviors (i.e., cyberbullying 
and trolling behaviors) because they are 
antagonistic and they desire social status, 
power, and self-worth. 
Finally, the key distinguishing factors 
between respondents who engaged in trolling-
only vs. cyberbullying-only behaviors were 
lower scores on neuroticism and higher scores 
on openness to experience.  These findings are 
consistent with past research in that 
cyberbullies are more likely to be emotionally 
unstable and experience more depression than 
non-cyberbullies.  Thus, neurotic individuals 
may respond to their negative emotions (e.g., 
anxiety, depression) by targeting and 
cyberbullying someone they know and perceive 
to be the source of their emotional pain.  On 
the other hand, individuals who engage in 
trolling-only behaviors appear to have different 
objectives; they want to cause distress among 
random internet users for the attention and 
“fun of it” (Buckels et al., 2014) rather than 
target a specific person who is the perceived 
source of their anguish. In addition, the troll-
only group in the current study was more open 
to experience (e.g., less conventional) 
compared to the cyberbully-only group.  
According to McCrae and Sutin (2009), open 
individuals are more humorous, expressive in 
their interpersonal interactions, and less likely 
to respond negatively to violations of norm 
expectations (e.g., being teased).  Thus, 
individuals with high openness to experience 
may be more likely to troll because they are 
less sensitive to nonconventional social 
interactions.  
Although the current study reveals new 
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